
1. Performance & stability 
• A total of 2 Gbits of keys (or equivalently more than 8 million AES-256 keys) generated

2. Attenuation test for key rate and QBER
• Key rate drops as expected with attenuation added 

• In collaboration with 2 data centers from the Singapore 
Technologies Telemedia Global Data Centers (STT-GDC), 
we successfully [1] 
1. Demonstrated continuous key rate generation, 24x7 

operations over data center fiber.
2. Simulated extra fiber loss to study quantum bit error 

rate (QBER) and key rate correlation
3. Implemented ETSI GS QKD 014 REST-based API with 

QKD devices to build a quantum-secured virtual private 
network (Q-VPN) for data transmission between two 
data centers.

Q-VPN
• Cloud-based key management for 

sample data encryption using AES-256.
• Extract symmetric QKD keys via ETSI 

GS QKD 014 and establish a secure Q-
VPN tunnel for file transfer.

• Extend point-to-point QKD link to QKD 
network topology

• Explore other QKD protocols and vendors
• Security requirements & standard 

compliance 

Average QBER: 1.9%

Average Key rate: 
2.39kbits/s
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Introduction

Fiber Network Infrastructure and QKD Application

Results

Outlook

• With the advancement of quantum computers, the current 
asymmetric encryption methods are endangered.

• Long term security requires evaluating quantum-safe 
technologies.

• Quantum Key Distribution (QKD) provides a mature and 
commercially ready method to generate secure symmetric 
secret keys between two parties, where they are secure 
from potential eavesdropper

• Field test of the feasibility of operating QKD devices in 
commercial environment with existing fiber infrastructure 
is required.
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Comparison of Post-Quantum Cryptography (PQC) 
and QKD for the post-quantum era

Fiber information and QKD locations

QKD Architecture
• Two IDQ QKD units (Alice & Bob) running 

the Coherent One Way (COW) protocol [2] 
connected by fiber with quantum (red), 
service (blue), and key management 
(green) channels

3. QKD Application Integration

• Q-VPN (AES-256) achieved 2.39kbit/s, 
enabling 11 key refreshes per second.

• Since Q-VPN renews every 10 second, 
QKD in commercial environment can 
generate sufficient keys to support the 
application.


